Domen Setar

Sistemska podpora

Nagios za nadzor sistemov In
storitev IZUM-a




Razlogi za nadzor delovanja okolja IT

e Poslovne zahteve — delovanje 24/ 7

e Kompleksnost
e Velik obseg zadolzitev skrbnikov okolja IT
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Cilji nadzora okolja IT

 Pregled trendov
 PravocCasno zaznavanje odklonov v delovanju

e Hitro odkrivanje napak in okvar
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Zahteve za nadzorni program

e Vidik nadzora:
— Nadzor razlicnih komponent sistema IT
— Zbiranje podatkov o delovanju komponent sistema IT
— lzdelava porodil o delovanju komponent sistema IT

— Razli¢ni nacini obvescanja o tezavah

— Razli¢ni pogledi na sistem IT
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Zahteve za nadzorni program

e Splosni programski vidik:
— Modularnost
— Enostavnost dostopa in rabe
— Dobra podpora

— Cenovna ugodnost
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Nagios

B Lt e e e e i P N
 Nagios je programsko ogrodje za nadzor sistemov IT

e Dve razlicici:

— Nagios XI:

O Paket, pri katerem so vklju€eni najpogosteje uporabljeni funkcijski
moduli

O namenjen manj zahtevnim uporabnikom
0 placljiv

— Nagios Open Source:
O oshovno ogrodje
O uporabniki po Zelji dograjujejo funkcijske module

O brezplacen

—I1ZUM— C®BISS |

\ O namenjen zahtevnejSim uporabnikom




Nagios

e Dostopen je preko
— spletnega vmesnika
— aplikacij, prilagojenih za tablicne racunalnike in pametne telefone

e Spletna podpora — brezplacni dostop do:
— distribucije ogrodja Nagios
— dokumentacije Nagios
— funkcijskih modulov

— uporabnisko definiranih testov
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Nagios

e Funkcije ogrodja:
— Definiranje in izvajanje osnovnih testov

— Definiranje ostalih elementov:
O servisne skupine
O strezniske skupine
O skupine za obvescanje

— Takticni pogled na delovanje sistema IT
— Obvescanje v primeru tezav
— lzdelava porodil:

O dostopnost naprav
O dostopnost posameznih testov na napravi

\ 0 obve$lanje v primeru napake
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Nagios

e Funkcionalnosti, ki jih dobimo z moduli:
— definiranje komponent v graficnem vmesniku

— izvajanje zahtevnejsih testov (oddaljeno izvajanje testov, pasivni
testi)

— izdelava grafov testov performancnih podatkov
— vizualizacija sistema IT

— poslovni pogled na delovanje sistema IT

— izdelava zahtevnejsSih porocil (porocilo SLA )
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Nagios — uporaba v IZUM-u

e 219 nadzorovanih naprav

e 3651 nadzornih testov

e 26 nadzorovanih lokacij (Libroam — 23, COBISS.Net — 3)
e 1 test/sekundo
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Nagios — uporaba v IZUM-u

* Nadzor na vseh nivojih sistema IT

komponente omrezja LAN (usmerjevalniki, stikala)

ﬂm_m Last Check - - | Duration .- | Atiempi . - | Status Information
rumew a5 SHMP Status Upime I 1o-11-2014 143753 186d &0 S1m %6s 173 SHMP K - Timesicks: (S30504578) 62 days, 5:57:25.78

OK : if=lo Stabus=up(1) Adr=10.1.0.4, if=tuniD Stabus=4 Adr=102 0.2, if=elh] Stats=up(1) Adr=10.100.0.1,
if=ath1 Status=up(1) Adr=127 00,1 #=eth Status=upi1) Adr=172 16.0.2 i=ethd stm—-.uu

check_fw_miprfaces 10-11-2014 14:35:29 62d Bh 52m 108 13 Adr=153.2126 2, if=ethd Stotus=up(1) Adr=193.2 127 254, it=athS Siahus=-doan(l) Adr=11, fepths
Status=down|Z) Adr=T, #=ethT Stabus=down(2) Adr=12, if=ethd 10 States=up{1} Adr=1 l-ell’.’ 100 Stebus=up
(1) Ade=6

eheck_interface_tabie vt “ 10112014 14:37:05 247d Th 42m 28a 1/3 DK . 11 part[a), 4 frea_ 0 AdeminLip snd fiee, 12 praphed [delsils]

P “ 10-11-2014 14:35.44 52¢ Bh 52m 108 113 O# - IzumFW_node_1, 62 days, 5 hours, 55 minules, 10.6358959565647 seconds, Stonesoft Security Engine
wersian 5.7.4.11047

— komponente omrezja SAN (stikala, diskovna polja, tracne enote)

ISPOUM (21U T ' Starage batbery status “ 10-11-2014 143537 13d 22h S4m 565 3 Siorage battery status - 0K
I 10-11-2014 14:36:37 13d 2% 18m 21s 3 Siorags cache status - OK
Starage drive stalus 10-11-2014 14:36:39 134 226 18m 218 103 Storags drive status - DK
Sharage smirnment sahs T - 12014 143547 13d 22h 1Tm 245 3 Siorage emaronment status - 0K
rage fan stalus TR 10-11-2014 14:36:37 13d 22h Sem 563 103 Siorage fan stafus - DK
ge inlermal bus slstus 10-11.2014 14:36:39 134 224 S4m 568 13 Intedrial bus st - 0K
Starage power supply stehus I 10112014 14:35:39 13d 22h S4m 568 13 Storage power supply stetus - OK
Starage processor stafus 10-11-2014 14:38:39 134 224 54m SBs 3 Siorage processor status - OK
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Nagios — uporaba v IZUM-u

— ohisje za strezniske rezine

CTIZLIM I*,- ‘,J:ﬁ:.\;: LS “tﬂ-n;‘ﬂu 14:37:58 257d 4h 32m 345 13 SHMP 0K - Timesicks: (352475411) 40 days, 190554 11
ok e ke ,,}.,1_29,‘ ARG ok S e 13 OK. Sysiem: BladeSysicm ¢ 7000 Enclosure GZ, SH: GBAU0TXBEL, Firmeore: 4.30, harcwere working fre, 3

— strezniki (samostojni in strezniske rezine)

— virtualna infrastruktura (ESX, Vmware, HP-UX VM)

bEsx 2 () s staus Uptme |G 10-11-2014 14:44:15 0d 4n 12m 568 173 SHMP 0K - Timeticks: (180221083} 20 days, 20-36 50,83

check, ¢pi o [ 112014 140256 7330 20 57m 175 15 CHECK_ESX3.PL OK - tpu usage=3004.34 MHz(T 52%)

ehees_sax_hargware  [JESIIIN 10-11-2014 16:43:56 4584 15h 5Tm 338 173 OK - Server- HP Prolksnt BLESS: GF in: GEAEIXEED Systam SI0S: A17 2008.05-07

chieck_guest_stalusa “ 10112014 144215 455d 16h SmT2E 173 ;CJ-ECK_ES}’J FL DK - 1616 WMs up, oversll sinfus=gneen, connection siabe=connecied, MaiNEnance=na, no

Ehesch_meset “fu-n 2014 14:42:15 4584 16hBm 238 113 CHECK_ESX3.PL OK - mam usage=102374.13 MB{T3.11%), cverhesad=3451.23 MB, swapped=0.00 MB
CHECHK_ESX3 PL OK - 16115 WMs upr EDGESIE), webdsik(UFY, vbbghome(UP), LEARNDGIUP), INTDCSIP)

it _gquemsts a0 S 10 11-2014 14:13:33 733d 22 S7m 175 1/5 ZUMCERUP), IZUMCILCATAUP), voRSCIappi(UP), MOBIZURLTST(LR), ZLMCA1{UR), TLOAR{LUR)
TIZUMCI-5{UF], EDHUP), vbAl home(LIR), websikilPvE(LIP), TERMINAL{LIP)
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Nagios — uporaba v IZUM-u

(Fall "f_ M’ﬁ + Sysiem nformation

check ssh

strezniski sistemski viri (procesor, pomnilnik, diski, ¢akalne vrste)

Sanvar typs: HP neSE00 {1.58GH=N2 063}
QF: Open'/MS VB4
CPU 8
10-11-2014 14:31:38 7d 21h 8m 38 3 Memory: 35203 MB
Chusber member: TRLUE
P 1932 12817
Uptime: 180 170402 46

f“ln-'“ 10-19-2014 14:35:38 O ShOm 288 13 OK:1AD O - (B35 Buffened 140 rete on (ZLIM]
o~ HER o1 0s a9 7a205mass 13 OK:CPU OK - [5% CPU Usage of 8 CPUS on IZUM]

sistemski servisi TCP/IP na streznikih

"_‘:.l “ 10-11-2014 14:43:50 25d h 16m 388 13 S5H 0K - S5H Open'/MS V5.5 VWE_sRp_version 3 (probocol 2.0)

programske komponente (Oracle tablespace, aplikativni procesi,
aplikativni servisi TCP/IP)

nsd0d_pmeess * B oo a5 20 savmasmos 1 Al processes OK
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Nagios — uporaba v IZUM-u

— Nadzor periodi¢nih postopkov (varovanje podatkov, aplikativne
obdelave)

Peesch_uitp_festan " i 10-11-2014 04:03:52 254 11h 43m 448 11 QI no messages in the logfile
AR e {warnings nct checked!)
Ly

— Koncni testi (E2E)- preverjanje delovanja sistema in servisov COBISS
s stalisSCa koncnega uporabnika

;'__,_n ""M’“uﬂmmma 55 0d 2h 1Bm 148 113 Vel O, Al tests O in 11,167 sex
OHISS S : "'M’“u—ﬂ*muu 'S5 Od 14h 3mSts 13 Wl O, Al teests OF in 2.172 sec
;E::: i t‘[w’“v}n-mnu?-w 150 30 38m 348 113 W1 O, Al Tessts K In 0,15 sec
i ;:,____Ej'_' e -t “ 10-11-2014 14:4256 4d 120 3TmSBe 103 V1 O, Al 1eats O in 14,456 28t
JEISSZ iskanje COBISL A 10 11-2014 144256 14 11h lmS2s 103 k! Login COBISSTST, Host COBISL.izum s, Ussr NAGIOS, Local 2 hit(s) LasiErmos
COBISS? iskanie LJGW B 10-11-2014 14:42°56 2d 110 M4m 245 103 k! Login COBISSTST, Host LAGW izum.si, User NAGIOS, Local O hit(s] LastErs
.,::1.:-::” - M“ﬁ-n 2014 144718 10d Th 20m 175 13 W O, Al tests OK in 0,183 sec
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Nagios — uporaba v IZUM-u

* Pregled stanja sistema IT
— takticni pogled — osnovni pogled v Nagiosu
— vizualizacija podatkov

— poslovni pogled

— performancni podatki
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Nagios — takticni pogled

b Tactical Dverview Tactical Monitoring Overview

Last Updabed: Thu May 15 15:55:30 CEST 2014
Updated every 30 seconds

HNagios® Core™ 3.4 1 - waw nagios oeg
Logged in as domsn

Monitoring Performance

Haost Detail Service Check Execution Time
Service Check Latency

Host Check Execution Time

Service Detail

-

Hostgroup OhearviEw
Hast Check Latency

# Active Host / Service Checks

-

Servicegroup Overview

Status Map

Service Problems

Host Problems

Hetwork Outages

0 Outages

-

Network Qutages

-

Comments

-

Downiame

Process Infio

0 Diowmn 0 Unreachable 212 Up 0 Pending
¢ Performance Inf
[ ZDHsabled |
r Schedubng Queoue
—— -
8 Critical 33 Warning 3 Unknown 3495 Ok & Pending
b Trends -

+35 Desabied

2 Unhandied Frobiems

7 Unhandied
Problems ollens

TAdowecged

-

Availability

Alert Histogram

-

Alert History -
Maonitoring Features

Flap Detection

72 Sernces Disabled

Maotifications

-

Alert Summary

Passive Checks
4 Seraces Disabied
Al Hosls Enabied

Event Handlers Active Checks

395 Senvices Desabled

Sernces Cisabled
17 Hosis Disabled

Natifications

-

i oS Flapgang
1 Ho=t abiad

-

Event Log

Mo Hosis Flapping

EMABLED
ENMABLED
EMABLED
ENMABLED
ENABLED

Advanced

MNAVDDILA

» DCIM

-

THRUK

-

Vigualzation

Parformance reports

Business Process Intelligence

|

¥ View Config

Host Haalth
Service Health: [

0.00 /53461 1.751 sec
0.00 7 11.98 / 1.085 sec
002741073766 sec
0.00 /85173877 sec
210/ 3203

# Passive Host | Service Checks: 2 /341

Network Health
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Vizualizacija — elegantni pogled
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Vizualizacija — geografski pogled
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Vizualizacija — stolpicni prikaz

(Nag@\hs Open + Adions W Edit Map w Dplions W

Q

Q cncT BE
o o nibliogralije
O CosaH o o COBESS OPAC service page
&) )  COBRSAL LngfonissAgent
9 o coBisL &) ) COBISSBG Loglohisshgent
© )  comsssiLoglonisasget
0 CORPCS € )  COBBSSELoglonisshgent
) ) o o CIOBISS et domata stran
B2E {rotmap in rurang) 7] COBISS.51 domata stran
o o LZUM.5 domaia siran
O@@ @ IZUM o O COBISS? Iskangs COBISL
o O COBISS? skanje LIGW
OGOQOIEUME a 6 Casnpis OF - statiéna stran
0 -a Casapis OF - dinamiéna stran
Q izomcs -
0 fzumwa 8 [7] Ezproay Slovenija
[7] KnjEniéno nadomestio
O ZUMWS o LogC08IS53Agent
O ﬁ Metaiskalnik
Q BUMWE Q 'a Najbolj brane knjige
G g Partal izobraievanje
0 @ LiGw 9 o RSV - e-podta
o O RSVE - Klepst
O NUBBIH w SICRIS
o @ Sphetne uienje
Q NuBsK1 0 [7] TeEaji, licence, Izpiti
Q VBAL o @ Tuje bate podathoy
g It net conmnectivity
o @ COBISS 51 739.50
7] VBBG N7 mCORISS iskanje
O vace [7] COBISS.BH LagConisAgent
Q COBISS.C6 LogCobissAgent
[7] COBISS MK LogCohissAgent
Q et & ) COBSSRS LogCohissAgent
Q VBME
& VBS
7] VBSL
Q VBRS
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Vizualizacija — ,vremenska karta“

T
¢« NagiaVis o ~ - v ban e
Tasine] [een | Birases]
=D :
. e

0,04 %

Traffic Losd
ll-li!
Bl
B 27-qnk
B 4n-55T 0.52%: 0,440
55— PHE
F=a5E
[ EEST:S

5.17Mbu| |2.41Mbs
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Nagios - poslovni pogled

 LIBROAM 7
= CORTSS/OP&T 0 problemis) OPAC - infrasbruliber =i pogled it iete
¥ Biblogratje O purobenn|x) L winie
* SICEIS 0 problem(s) SICRIS i
® D reve S n a St r u kt u ra ¥ Sylcine shrai LI @ problem(s) | Spietoe sirani TIUM.51, COBISS.51, COBISS.NIT -ieie

Tuje baos podstio

& problemis) | Tuje base podetio
Hitambainik B problemn{s} Hetaakainik et

B Hnjiznisnn nadguest 0 problem{s)] Knjiznicns nadomesiile --ie
0 probisen(s}  Hajbol] Brans knjigs .

0 probiien{s) Casopam OF at el

e Definicija odvisnosti

¥ Rajbol) Brane kojigs

Cazopea OF

REBRRERBRERRERRERR 2P

H h ® Pocbsd FcobeBoteanie 0 problemia) =iz
poSamezni — ST
* Tecaj heence, wpib O problemda)  Tecsji, liceses, igpib il
. FEAL i SEiwed Ve ase] ki Fenice e 0 problemis] Referencni servia Vprasaj kajionicarja chete
komponent (testov) pri —
B COBTEED # problem{s)  COBTEE3
. . * CORTESD 0 proglesm(s) COBTESD wele
delova nju servisa IT o e &t o e v
B mCOBISS | O problers{s) Dwiafe
Medium Priasily
O B Dvacle Delabases 0 peoblem(s) Ovacie Dalabares it dekc
PRl + ©penVME Backup 2 problem{s] r =islm
(- b Doneglpeost conrezis LIUM 0 probiemda]
Ok Hendrols spliksbmsh procedu 0 groblem(s) t|| Dstete
ok ¥ conrss;oPac @ probism(s) COBTEE/OPAC - funkcionalni pogled =lsLs
Oic= ¥ OPAL infrastrokiurs wish na ELINKE  © prebimmis) =20 wele
(= 2 : ech_spa timsed_slinkin | HTTP O: HTTPSL.1 2060 0K - 184X2 byles in 1.533 sesond respanse lime
(- - s 3_» HTT® C; HTTP/L OK - 2733 Eyles in 2.358 second respones bme
= 1 5. £ || chec HTTE Gat: HTTP 1.1 3568 O - 27354 Byle in 1 537 sscondl respones Gme
s || W OPAC infrastraiiurs vweb {3 2 |[ Doeiete
(= T L WTTP Qi 300 O - LIT)7 bytes
[ I00 G - 13415 Bytwe
O z - . == 300 0K - 12537 bybes i
ouee || ¥ ORAC infrsstnaidurs web na loksine bazs T problemy) Thaiats
[ LT durs weh na OOSISL | O problem{e] | = maln
O = == Bl _colenl | HTTR DK 200 O « 35217 frybms i T 350 seromd reaporae tiee
= & . 3 sl || WTTR 0K 200 O - J4FET brybes i T 641 seensd respenae time
=% feml | HETP S4C: HTTH1.1 308 Ba - 34338 Ergtan in 3 7Y sarnnd resporem lime
O ¥ OPAL infrastroidura wib s LIEW 0 pretie=s i || Delete
O d 4 - HTTF QK WTTPYL. 4 200 OF - 18177 byles in 1.188 seesnd respanas Gme
= = HTTF OK: HTTR/E. L 200 0K - 17868 Eyles in 2.104 second response Bme
O il 1) = HTTP Ob: MTTFYS 1 200 0% - 17563 Byles in 1 031 sessnd response lme

ok

B Rackup konfigerscij

O problem(s) | backup kenfigeraci] oprems
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Nagios — performancni podatki

[Host. | Service .. | Status .- | Last Check .. | Duration .- | Attempt .- | Status Information ______________________|

W r‘lr"l:-"i"’tT..- Check cisch hardwans L1-05-20M4 100314 B3 2Th 2m 57s 13 3 Fan OK, 3 ps Ok 3 temp OK - OK

SHMP Slatus Ligrhme ?1-@5—2014 10:04:19 83d 21h Im 445 172 SHIMP QK - Timeficks: (2081468623 240 days, 21:51:26.23
TRAP “mnmamssnsdmmmnm 1 oK
cneck_otertace_Gio oo [ 2052014 w0322 13030 2mes 13 GigabilEhemet i = 1.3.6.1.2 122 1210101/ 10101
Command check_iftratfic | N If GigabitEthernets 0 23
N If GigabitEthernst2 0 24
N If GigabitEthernetd 0 25
Datasource: inBandwidth o v L M If GigabitEthernetd 0 26
2If GigabitEthernet3 0 27
swidmz / check_interface_Gil/o/1 = = G:ﬂam_E_Felrzc-t} —
#If GigahitEthernet 0 29
AIf GipabitEtharnet3 ]
21f GigabitEtharnset3 3
A1 GigabitEtharnet3 3]
a8 I GipabitEtharnetd 0 32
= | ®If GigabitEthernets 0 33
- Al M A1 GigabitEthernet3 0 34
° P | . b n vt .l v n . i A1 GigahitFthernet3 0 35
Tue 13100 Wed 0000 o ]'_ GigahbitEthernet3 0 36
O Ju e S eVI C I [ inBandwidth BOB.1643 Khs Last 071.0445 Khs Max 356.0808 Kbs Average If GigabitEthernatd 0 37
Default Template X If GigabitEthernst3 0 38
X If GigabitEthernet3 0 39
WIf GigabitEthernetd 0 4

podatek o e
e Pogled v razlicnih b o .80
¢asovnih intervalih ]
e ZOOM za laZjo B

H O cutBandwidth 4.783F Mbs Last 974.6028 Mbs Max 103.3608 Mbs Average
analizo

A If GigabitEthernet3 0 40

2 1f GigabitEthernet2 0 41

A If GigabitEthernetd 0 42
AIf Gi itELha 4
*If_GigabitEtharnet 0 44
21f GigabitEtharnat3 45

2 Gi itEtharn: 4

2 If_GigabitEthernet3 0 47
Tl GigabitEthernetl 0 48
*If GigabitEtharnet? 0 5

T GigahitEthernet3 0 6
W1 GigabitEthernets 0 7
®If GigabitEthernetd 0 8
NIf GigabitEthernst3 0 9

M If Port-channsid4

™ if Port-channel4s

A If TenGigabitEthernetl 0 ...
2 If TenGigabitEthernetl 0 ...
2 If TenGigabitEthemnet2 0 ...
A1f Ten Etharnat
*If_TenGigabitEtharnatd 0
*If TenGigabitEthernat 0 ...

swidmz / check_interface Gil/a/1

Pefault Template
Command check_iftraffic

Datasource: inAbsolut o A L

EESESSERERERNANE NN NESREERERRNARE NN RESREEEE

swidmz ¢ rherk interfara Gil1/A00 |
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Nagios — uporaba v IZUM-u

e Nadzor nad delovanjem:
— odgovorni sodelavci — e-posta, vmesnik Nagios
— dezurni sodelavci — SMS-sporocila — 24/7

— receptor IZUM —vmesnik Nagios (postopek v pripravi)

C®BISS



Nagios — uporaba v IZUM-u

e Obvescanje o dogodkih:

— Manj pomembni testi — brez obvescanja — nadzor preko vmesnika
Nagios

— Pomembnejsi testi — obvescanje preko e-poste

— Kriticni testi — SMS-sporocila
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Nagios — uporaba v IZUM-u

e Prispevek k izboljSanemu nadzoru:
— Boljsi splosni pregled nad delovanjem sistema in servisov COBISS
— Veliko incidentov zaznanih in resenih, preden pride do resnih tezav
— HitrejSe zaznavanje, lokalizacija in resevanje vecjih tezav in izpadov

—1ZUM— C@BISS |




Hvala za pozornost!

—I1ZUM— C®BISS |
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